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Products Included:
DigiLinX

Introduction

This application note will explain how to integrate the DigiLinX IP-Based Multi-Room Audio
system with one or more supported Panasonic IP cameras.

Requirements

Before you begin installing and configuring IP Cameras into a DigiLinX IP-Based
Multi-Room Audio and Control system, please note the following requirements.

Equipment and Software

This configuration requires:
O the latest DigiLinX Dealer Setup Program (this includes the latest IR firmware updates),
O a supported IP camera, and

O camera configuration software that comes with the camera.

Installer Requirements

This document assumes the installer:

O has completed DigiLinX Dealer Certification Training and other training such as CEDIA
boot camp,

O knows how to use basic installation tools such as an RJ-45 crimper to terminate CAT5e
cables,

knows how to use a cable tester,

understands basic Microsoft® Windows® commands such as how to browse, create
folders, save files, etc.

Reference Material

This document assumes you have read and understood the Dealer documentation provided
to you on the NetStreams web site. All NetStreams manuals can be downloaded by
authorized NetStreams dealers from the Dealer section of the NetStreams web site at
www.netstreams.com.
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Camera Setup
1. Disable antivirus software.

2. Insert the camera manufacturer’s CD into the computer attached to the SwitchLinX™.
The software will autorun. A setup screen displays (see Figure 1).

Network Camera

| Camera Setup |

Mbanizal |

Metwork Camers Recorder Tral Versaon ndtalatdn |

Exit |

Figure 1 Network Camera window

3. Select Camera Setup.
You are prompted to temporarily disable anti-virus software (see Figure 2).

Setup f5_<|

strongly recommended that wou kemporarily
disable any wirus Jetection and pop-up
blocking software, IF the software cannot be
disabled, it's possble that a False alert of an
Internet "warm” inkrusion may be reported
during the installztion of the Active-¥
application. IF this occurs, ignore the warning
and please proceed,

i ] During the installation of this IP Camera it is

Such warnings waould only occur during the
installakion process and will not jeopardize
the security of wour computer in any way,

Figure 2 Disable anti-virus software prompt
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4. Select OK.
The Easy Setup Administration page displays (see Figure 3).

NOTE: Any previously-installed and configured cameras will display. This example shows no previously-installed

cameras.
Mo | MALC Address I IPvd Address | Fort Ma. | Camera Status |

If no camera appears on, please confimm the following items.
- Your camera must be turned on and connected to the same network as your PC.
- If your PC is enabling network firewalls, temporarily disable them during the camera installation.

*When no camera appears on even if you confirmed the items abhove,
you can set up the camera using the camera MAC address.

Enter the MAC address {e.qg. 00B0F0=xxxxx) labeled near the Ethernet {LAN) port of the camera.
Then click "Set up camera™ button.

*This program cannot set up the camera over 20 minutes after restart.

MAC Address Set up camera

Choose camera you want to set up by MAC address information. MAC
address is shown on the back of network camera. If more than 20 minutes
hawe passed since the camera was turned on the camera cannotbe setup

from the Setup Prodrarm. In this situation restart the camera. S
In case you install two or more cameras, please install the camera one by one.

Do not plug & new camera into your nebwork before you finish the previous

camera's installation completely. In case IP addresses are overlapped, please Clase
pull off the power plug once and plug itagain to get a different IP address.

Figure 3 Easy Setup Administration page (no entry)
5. Connect a CAT5e cable from the IP camera to the SwitchLinX.

6. Connect power to the IP camera.
The new camera displays in the Easy Setup Administration page (see Figure 4).
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M. | MAC Address | IPvd Address | Part Mo | Camera Status |
1 00-80-FO-56-E5-0C 192,168, 0.253 80 Local setup completed(c100)

Choose camera you want to set up by MAC address information. MAC
address is shown on the back of netwark camera. If rmore than 20 minutes
have passed since the camera was turned on the camera cannot be set up

from the Setup Program. In this situation restart the camera. s
In case you install two or more cameras, please install the camera one by one,

Do not plug a new camera into your network Defore you finish the previous

camera's installation completely. In case IP addresses are overlapped, please o
pull off the power plug once and plug itagain to get a different IF address.

Figure 4 Easy Setup Administration page (with camera)
7. Highlight the camera you are configuring.

8. Select Execute.
The MAC Address window displays (see Figure 5).

Camera No. 1 : MAC Address 00-BO-FO-56-E5-0C

Automatic Setup (Local Access Onhy) ‘

MWanual Setup ‘

Close |

Figure 5 Automatic or Manual setup prompt

9. Select Manual Setup.
The Manual Setup window displays (see Figure 6).
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Cameta Mame | by Desk|
Port Murnber IT
f* Static
B | 10 . 158 . 100 . 263
Sibnet Mask | 265 2 . 0O » D
" DHCP
Hest Mame |

Defaul: Gateway

DNS Serverl | @ ¢ i = 0 =W
DNS Server2 | 0.0 .0 .0
Band Width |Unlimited -

Set up Port forwarcing(*1) on the router

to access the camera from the Internet.

(" 1) Port forwarding is sometimes called
"Address translation”,"Static IP Mascquerade”,
"Virtual server” or "Port mapping”.

Save Close

Figure 6 Manual Setup window

NOTE: Previously-installed and configured cameras will display in the window. Note the IP address range used by
cameras already installed (if applicable). If no other cameras display, see Finding IP Settings on page 1-14.

10. Enter camera information (the same IP Address range as your DigiLinX devices) as follows:
0O Static IP Address
0O Static Subnet Mask
0O Default Gateway
O DNS Serverl

11. Select Save.
You are notified that the camera setup was completed (see Figure 7).

All specifications subject to change without notification. All rights reserved. Copyright © 2006 NetStreams.
main +1 512.977-9393 / fax +1 512.977.9398 / Toll Free Technical Support +1 866-353-3496
3600 W. Parmer Lane, Suite 100; Austin, TX 78727 / www.netstreams.com.
page 5


www.netstreams.com
www.netstreams.com

- May 3, 2006 Configuring Panasonic IP Cameras -

L Sy

.Message

Camera setup completed

Figure 7 Setup Complete window

12. Select Close.
The camera is configured. You are taken to the Security: Administrator page (see Figure 8).

i Easy Sétup @
M. I WAL Address ] [Pvd Address | Part Mo. | Camera Status ]
1 00-80-FO-85-F2-6E 10, 15.100. 14 =8} Static IP address(Bd00)
2 00-80-FO-54-8E-A6  10. 15.100. 13 80 Static IP address(Bd00)
& 00-80-F0-63-DC-46 10, 15.255.253 =8} Off-line( )
4 00-80-FO-67-60-54 10, 15.100. 15 B0 Static IP address(Bd00)

Choose camera you want to set up by MAC address information. MAC -
address is shown on the back of netwark camera. If more than 20 minutes P4 Information LI
hawve passed since the camera was turned on the camera cannot be setup

from the Setup Program. In this situation restart the camera. Ernoits
In case you install two or mare cameras, please install the camera one by one.

Do not plug a new camera into your network before you finish the previous

camera's installation completely. In case IP addresses are overlapped, please Siee
pull off the power plug once and plug it adain o get a different IP address.

Figure 8 Security Administrator page

13. Continue to Setting Camera Security.

Setting Camera Security

After installing and configuring the IP camera, the security must be enabled for a guest account. Complete the

following procedures to set up the guest account:

1. From the Easy Setup Administration page, highlight the camera you are configuring and select Execute.
The MAC Address window displays (see Figure 9).
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CameraNo. 1 : MAC Address 00-80-F0O-56-E5-0C

Automatic Setup (Local Access Only)

Automatic Setup (Internst Access)

MWlanual Setup

Dpen the camera's web page

Close |

Figure 9 Mac Address window.

2. Select Open the camera’s web page.
A Web browser window opens to the Security: Administrator page (see Figure 10).

&1 Security: Administrator - Microsoft Internet Explorer ot
Bo ER few Fagodes fods Heb i
Coogle - ¥l @ | sbers (@ vnoasao0.sy vl B oo

Security: Administrator

Please enter the Administrator's User Name and Password
Mote it i 1§ cegs to this prody -
% e on a nebwork
uding those

Mew User Name (B to 15 characters) type hane

MNew Password (6 to 15 characters) LLTTTL

Retype new password asenen

Mote :(1)¥ou'll be as JEN CAMEera mage

Ple

Figure 10 Security:Administrator page

3. From this screen:
O Enter a User Name.
O Enter a Password.
O Retype the password.
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4. Select Save.
You are prompted to enter the Administrator User name and Password you've just created (see Figure 11).

Connect to 10.15.100.15 E3[><|

Administrator

Lser name: | | £ |v!

Password:

[Jpemember my passward

[ Ok H Cancel ]

Figure 11 User name and Password prompt

5. Select OK.
The screen displays the live camera view (see Figure 12).
(& Ratwark Comars Server - Microsoft interaat Explarar mE
| Bl B ew Fgertes Jok ek |
i}mﬂ. i Google - u;-- 'e. Bdrees | @] hepfEn.as lm_;a--_-v_:m

Suppod

¥iLade 01 el Sl pieads CBOH PEvd

TR e oo R A Ok e et T o P AT el g
o i 0% s,

e WA S

Figure 12 Live motion video

6. Select Setup.
The Network information window displays (see Figure 13).
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T e e T '—'_.:."
O (X Sew fputs [mh e [ 5
=
Qs - 7| Gonge e RBIAECR codn e tcomwiourtcsisrpus-s WA
——
Banis MNetwork(|Pvd)
s
RN | | 5o criene,
Sebect “Asomate Setup” # you Connect te Camens s S router snd with 1o Leta wp
CE oo
Sebeca “Hiate® i youi winh 1D 350gn & e P iddrans i e camera
_ Setec] THCF™ i you e using the DHCF funcion of your router o (5P
— T
= Uilie—pe A
Aczaum Shai " ety sy F st b ey
T S ————
BufFer Tranufar
Advanced
—
1 »
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Figure 13 Network information window

7. Select Administrator under Account.
Administrator options display (see Figure 14).

S —— —
N i r
G"“ FiE om0 -l ﬁ I R R - ﬂ'-l
Banit Swcunty: Administrator
n For gasc uniy rran ggermnng, you ©an U Ukt Al and pasEmord o admeesratr

oy e admatrathn 0 CTERE: “Hehp” and Mantenancr” pagen
MG e P
C— e
= P SECREs o g unen
il 1™ [ i pervrat S Priem il wriern
o e et [
CEr— A
Uger Marw rrvrT—— e P o g
T el
Bafrar Tranaker B, ki Gl | e
Fary vl
B e
=
Ml B
i > -
LR [ Eeee

Figure 14 Administrator options window
8. Select Permit access from guest users.

9. Select Save.
You are prompted that by enabling guest user access, there may be security issues (see Figure 15).
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Microsoft Internet Explorer.

I understand that by disabling the use of a unique User Mame and a secret Password, I may be allowing unauthorized
individuals to access this camera, Nevertheless, I have chosen nat to limit access by use of a User Mame and

Password,

e

[ Ok, ] [ Cancel

Figure 15 User access prompt

10. Select OK.
Your settings are saved (see Figure 16).

| Hrbarmrs Cames Yarvr b sl Lnker st | apares LIGE
e B e Fpeered [l bl

ab_. a | e - = E ] v 1 T R e i S agee] ﬂ\-

| i s Sy (R WY eia 0B i |

Egtaunt

-

Wit Te it

LdwEnc

i T
Figure 16 Administrator options saved

11. Select General User under Account.
The General User window displays (see Figure 17).
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3 Netwark Comura - Netstreams - Radney Hrainard CE
B Edt Wow Favortes ook Heh &
Qb=+ | 3 4@ W e e

Agicrerss | gB] kg 10255, 255, 259 0 » Bl ek ®

Busared imaga]  senup Mauntenanca

~

Basie General User
m Edit General User information

General User cannot access "Setup® and "Maintenance” page
e e st (i, 50 Users)
oot
ost
Account
| Aderistrator

[ceoernvee |4
BufferTranster
Advanced
pacmes 8

< ¥

8] none B Intoeret

Figure 17 General User window
12. Select Guest User.

13. Select Modify.
The Modify General User registration information screen displays (see Figure 18).

3 Netwark Camera - Nelstreams - Radney Hrainard E)E]
Bl EM Pew Faortes Ik b ar
QBsk « | 1 @6 s e
s 8] 029 25 2 ,, = »

Huserad Image

o Moty General ser registrabion information

Access Level ou can et Accass Lavel for Guast
Uizer

Limit time of Continuous
Molon JPEC

Refresh interval s ¥
[EIPani Titt Contral

[~]Prezet Conrol

EClick o Center Control

[ Brightness Control

[F] External Outpet Contral

Basic

Unlimited

i

[

Aesstt [¥1Change Refresh Interval
a1 [ElChange Resolution
[+|Change Cuality

BufferTranster Cﬂpuﬂ 1ma!;t aLﬂDn

e | felListen

ok

s | R

Advanced Ve Buffered Image page

pacons M8 S [ Gonent

< > »
8] Done & Intomet

Figure 18 Modify General User registration information screen

14. Select Enable Pan/Tilt control.

All specifications subject to change without notification. All rights reserved. Copyright © 2006 NetStreams.
main +1 512.977-9393 / fax +1 512.977.9398 / Toll Free Technical Support +1 866-353-3496
3600 W. Parmer Lane, Suite 100; Austin, TX 78727 / www.netstreams.com.
page 11


www.netstreams.com
www.netstreams.com

- May 3, 2006 Configuring Panasonic IP Cameras .

15. Select Preset Controls.

16. Select Save.
Your settings are saved (see Figure 19).

A Netwnrk Camera - Nelstreams Rodney Hrainard

Ble Edt Wew Fyeortes Jook  Hep U
Q= - | O 1 @6 e
ders | 4E] bivpei L0245, 255 25 Castart page=SetupbLang. sne=0 w oo ek *
[soe | [owersaimare] [vaceranca | _suon_]
P
Basie Success!
m The setting contents which are modified after the user which presenthy is in the midst of
connecting does the reloading the browser or become effective afier the restarting the camera
_ G to General User pans

Account

-

HH: BB

Advanced

£
!

L4

-

<
&) hone B Intoeret

Figure 19 Settings Saved
Configuring the IP Camera in Dealer Setup

To add devices to the project, complete the following steps:
1. Open DigiLinX Dealer Setup.
You are asked if you want to use the Wizard.

2. Select No.

3. Select File>Open to open the project.
The project window opens in the left half of the screen (see Figure 20).

Froject - John Doe
.~ Features
i Intercom
¢ skins
¥ = System

¥ . Mon-Streamblet Devices

Figure 20 Project window

7
4. Select the Add Devices icon ( ).

A Devices area displays in the right window pane (see Figure 21).
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“ Project - John Doe

¥ = Festures
% Intercom Devices

87 skins
¥ = System
¥ . Mon-Streamblet Devices I i MediaLinX

SpeakerLinX
TouchLinX

{ ControlLinX
DigiLinX Setup
On the right side ofthe screen is the Add Devices
tool. To gettothe add devices screen in the
future, you can click the "Add Device" button on
the toolbar. The tight side of the screen shows a |2 IP Camera
list of devices you can add to vour system. Select -
the quantity for each and click the "Add to Project!
huttan.

IP Speaker

Media Server

Add To Project
After all ofyour devices have heen added to the
projecttree onthe left, press continue to proceed.

(Close Wizard ) | Save Project )} | Continue> )

Sen

Figure 21  Add Devices
5. Enter a l nextto IP camera.

6. Select Add to Project.
You are prompted for camera information (see Figure 22).

Camara Name: “gmers 2

IP Address: 0000

Camera Type: Fanasonic KX-HCM230

Figure 22 IP Camera Information

7. Enter the following:
O Camera Name. Descriptive name for the unique camera. For instance, “Kitchen Camera.”
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NOTE: This name appears on all user interfaces.

O IP Address. This is the IP address that you should have set the camera to when the camera was initially set up.

O Camera Type. This is the brand of camera you're using. Select from the dropdown list (using the down arrow
key) to choose a camera type.

See Figure 23 for an example of the completed device information.

IP Address: 101573103

Camera Type: Panasonic KX-HCWM2E0

Save & Continue

Figure 23 IP Camera dialog box

8. Select Save & Continue.
Configuration for that camera is complete.

Finding IP Settings

To find the gateway and DNS settings, complete the following steps:
1. From the PC connected to the DigiLinX and select Start>Run.
The Run window displays (see Figure 24).

Run =7

= Twpe the name of a program, Folder, document, or
rﬁ Internet resource, and Windows will open it for wou.

Open: | cmd ."’i

K ][ Cancel H Browse, .., ]

Figure 24 Run window
2. Enter cmd.

3. Select OK.
A DOS window displays (see Figure 25).
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CAWINDOWS\system32\cmd. exe

icrosoft Windows XP [Version 5.1.26801
(C» Copyright 1785-2001 Microsoft Corp.

C:“Documents and Settings“jowen>

Figure 25 DOS window

4. Type ipconfig /all and press Enter.
The IP configuration displays (see Figure 26).

B C:\WINDOWS\system3 2vcmd. exe -8 i!

C:=“Documents and Settings>ipconfig ~all
Windows IP Configuration

Host Mame . . . . . LPTP-&8
Primary Dns Suffix netstreams .com
Mode Type . . . . . Unknown

IPF Routing Enahled. HNo

WINE Proxy Enabled.

: Yes
DNS Suffix Search List

netstreams.com

thernet adapter LAN:

Connection—specific DNS Suffix
Desceription . . . . . . . . . . . Intel{R> PRO-188 UE Network Connecti

A8-12-3F-13-DD-A2

Physical Addre
No
18.15.288.222

Dhcp Enabled. .
IPF Address. . .
Subnet Maszk . . 255.8.8.08

IP Address. . . feB8@::212:3fff:fel3:dda2x5
Default Gateway 18.1868.1868.1

DNS Sevvers . . A

Figure 26 IP configuration
5. Copy the Default Gateway and DNS Servers information into the camera.

6. Close the DOS window.
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